Tema 12. ABTOMaTH30BaHE KEPYBaHHS MOJITHKOIO OE3MEKU

[Tpu posrmsiai nutanb Oe3neku iHpopmarrii B aBToMaTruzoBanux cucremax (AC)
3aBXKIU TOBOPSATH MPO HASBHICTh JEIKHUX «OakaHHWX» CTaHIB cucTeMu. Ll Oaxkai
cTaHu (5Kl OyBalOTh 3BUYAIHO MpEJICTaBIeH] B TepMiHax Mojeni camoi AC) onmucyroTh
(BAXHINEHICTHY CUCTEMU. [[OHATTS «3aXHIEHOCT1» MIPUHITUIIOBO HE BIAPI3HIETHCS BiJ
IHIIMX BJIACTUBOCTEM TEXHIYHOI CHUCTEMM, HAINpPUKIA] «HAIIHHOT poOOTH.
OcoONUBICTIO MOHATTSA «3aXMILEHICTh» € HOro TICHUM 3B'SI30K 3 MOHATTAM «3arpo3a»
(Te, 110 MOke OYyTH MPUUUHOKO BUBEICHHS CUCTEMH 13 3aXUIIIEHOTO CTaHy).

OTxe, BUAUISIIOTHCS TPU KOMIIOHEHTH, 1110 MOB'A3aH1 3 MOPYUIEHHAM O€3MeKU
CUCTEMHU:

* «3arpo3a» - 30BHIITHE BITHOCHO CHUCTEMH JIKEPEIO MOPYIICHHS BIACTHBOCTI
«3aXHUIICHICTDY,

* «00'€KT aTakm» - YaCTUHA CUCTEMH, Ha AKY JII€ 3arpo3a;

* «KaHaJI Ji1» - cepe0BUIIE TEPEHECEHHS 3IOBMUCHOT ii.

[HTErpaIbHOIO XapaKTEPUCTUKOIO, sika 00'€THY€E BCI 111 KOMIIOHEHTH, € MOJIITUKA
oesnexu (I1B) - sikicauit (a00 SIKICHO-KIJIbKICHUI) BUPa3 BIIACTUBOCTEN 3aXUILEHOCTI B
TepMiHax, IO TpeacraBisaioTh cucreMmy. Omnuc [Ib moBuHeH BkIOYaTH abo
BpPaxOBYBaTH BJIACTUBOCTI 3arpo3u, 00'€KTa aTaku Ta KaHATy Aii.

3a o3nauenssm [1, 2], mix [1b indopmariii posymieTbest Habip 3aKOHIB, IPaBUII,
0OMeKeHb, pEKOMEH/IAIIN TOIIO, K1 PETIIAMEHTYIOTh OPSIOK 00poOKU iHpopMaItii i
CIpsIMOBaH1 Ha 3aXHUCT iH(poOpMaIii BiJ MEBHUX 3arpo3. TepMiH «MOITHKA OE3MEKN»
Moske OyTu 3actocoBanuii 1o opranizaiii, AC, onepartiitnoi cuctemu (OC), mociyrw,
110 peai3y€eThCs CUCTEMOIO (Habopy (hyHKINIH) /1715 3a0€3MeUeHHS 3aXUCTY BiJ] TEBHUX
3arpos, 1 T. 1H.

Yuwm 1pi10OHIMIHI 00'€KT, MO0 IKOTO BXKUBAETHCS 1IeH TEPMiH, TUM KOHKPETHIII
1 (hopMasbHIIII CTAIOTh MPaBUIIA.

IIb iHpopmanii B AC € uactuHorw 3arasbHoi [Ib opranizamii 1 Moxe
yCHaJKOBYBaTH, 30KpeMa, MOJIOKEHHS JepKaBHOI MOJITUKH y cdepl 3axucry

iHpopmarii. Jns koxHoi AC I1b iHdopmaliii Moke OyTH 1HIUBIAYaTbHOIO 1 3a71€XKaTH



BiJl KOHKPETHOI TEXHOJIOT1i 00poOKu iH(opMaIllii, Mo pearizyeTbCcsi, 0COOTUBOCTEH
OC, ¢izmu"oro cepenmoBuiia Ta OarathboxX IiHmMMX 4YMHHWKIB. Yactuna IIb, sxka
peryiaMeHTye MpaBujia JOCTYIy KOPUCTYBAYIB 1 MPOIIECIB IO PECYPCiB KOMI'TOTEPHOT
cuctemu (KC), cTaHOBUTH ITpaBUiia pO3MEKYBAHHS JOCTYIY.

Po3poOka i migrpumka [1b maibke 3aBxau 03HAYAE JOCSITHEHHS KOMIIPOMICY
MK a’dbTepHATUBaMH, SIKi OOMParOTh BIACHUKHW LIHHOI 1H(popMaIii 1 ii 3axucry.
OTtxe, Oyayun pe3yabTaToM KoMipomicy, I1b Hikoin He 3aJJ0OBOJILHUTH YCI CTOPOHH,
110 OepyTh y4acTh y 3aXUCTI 1H(POpMaIi.

Bonnouac BuGip IIb - 1me ocrarouHe pimieHHs: 0 J00pe ¥ 110 MOTaHo B
NOBOJIPKEHHI 3 IIHHOIO 1H(popmarieto. Ilicias ONpuiHATTS Takoro pillIeHHS MOXHa
OyIyBaTH 3aXHCT, TOOTO cHCTeMy MiATpUMKHU BUKOHaHHs mpasBui I1b. Toxai uinkom
OPUPOIHUM KpHUTEPiEM sAKOCTI cucteMu 3axucty iH(opmauii (C3I) crae Takwmii:
noOynoana C3I Bpana, K0 BOHA HaAIMHO MiATpUMYye BUKOHaHHS npaBun IIb, i,
HaBnaku, C3] HeBaana, KO BOHAa HeHadlHO miaTpumye I[Ib. Takuii po3B's30k
npoOJieMH 3axXHIIeHOCT] 1H(popmarlii 1 mpobdsiemu modyaosu C3I nae 3Mory 3amy4uTH
JI0 TEOpii 3aXUCTy TOYHI MaTeMaTH4H1 MeToaH [3, 4], To6TO moBoauTH, 110 TieBHa C3I
B 3a7aHuX ymoBax mniarpumye [1b. Came B 1bOMy moJisirae CyTh IOKa30BOrO MiIXOTY
IIOJI0 3aXUCTy 1H(}opMaIlii, SKUil J03BOJISIE TOBOPUTU MPO «TAPAHTOBAHO 3aXHUIIEHY
cucteMmy». CeHC «rapaHTOBAaHOTO 3aXMCTy» B TOMY, IO 3a JOJEP>KaHHS BUXITHUX
YMOB 3a3/lajieTiib BUKOHYIOThCSl BCl mpaswmiia [1b. TepMin «rapaHToBaHUN 3aXUCT»
yrepIie 3ycTpidaeTbes B cTaHaapTi MmiHicrepcTtBa oboponu CIIIA Ha BuUMOTH 10
3axuileHnX cucTeM («OpaHKeBa KHUTAY).

3Ba)kar0uM Ha TEXHIYHI Ta MPOTPaMHO-anapaTHi MpoOJIeMu, 110 BHHUKAIOTH MTPU
opranizamii 3axucty B 3axunieHux AC, y 0araTh0oX BHITaJIKaX HaJICKHUU DPIBEHb
3aXMUIEHOCT] JOCATaeThCs 332 paxyHOK BAajio peanizoBaHoi I1b, npuuomy iHomi I1b
MOKE 3aTUIIUTUCA MalkKe €JUHUM 3ac000M 3a0e3neueHHs 3aXucTy. Tomy po3polka,
JOCIIJKEHHs Ta TmpaBuwibHe 3actocyBaHHs [Ib € Haa3BUYallHO aKTyaJbHOIO
npobiemoro cyyacHux C3I.

[To6ynosa I1b - 11e 3BU4aitHO TakKi KPOKHU:

* B 1H(OopMALIIF0 BHOCUTHCS CTPYKTYPA [IIHHOCTEHN 1 IPOBOAUTHCS aHAIII3 PU3HUKY,
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* BHU3HAUaIOThCS MpaBWiIa Ui OYyJb-KOrO MPOLECY KOPUCTYBaHHS NEBHUM
BUJIOM JIOCTYITY JIO €JIEMEHTIB 1H(hOpMaIlii, sIKl MAIOTh MIEBHY OILIIHKY IIIHHOCTEH.

Opnak peamizailisi IUX KPOKIB € JyXK€ CKJIQJHUM 3aBIaHHSAM. Pe3yiabTaTom
MOMIJIKOBOTO a00 Oe3ayMHOro Bu3HadeHHs npaBui [1b 31e6iabIoro € pyliHyBaHHS
miHHOCTI 1H(popmariii 6e3 mopymenas [1b. Tobro mpu HesamoBumbHIN [Ib HaBiTH
HaxaiitHa C31 moxke OyTH «Ipo30por0» AJisl 3TOBMUCHUKA.

I1b mMoxe OyTH BUKIIaJIeHa K Ha OMKCOBOMY PIBHI, TaK 1 32 JOMIOMOTI'OO NEBHOI
dbopmanbHOi MOoBU. BoHa € HE0OXiaHOMO (a 1HOAl M JOCTaTHLOK) YMOBOIO O€3MEKU
cucremu. GopmManbHUI BUpa3 MOMITHKH Oe3NeKH Ha3uBaroTh Moaentio 16 [3-6].

OcHoBHa Meta ctBopeHHs [1b 1HpopManiiiHOT cucTeMu ¥ onucy ii y BUIIIAL
dopManbHOi MOAENi - II€¢ BHU3HAYEHHS YMOB, SKHUM Ma€ IIiAMOPSIKOBYBATHUCS
MOBEAIHKA CUCTEMH, BUPOOJICHHSI KpUTEPIil0 Oe3MeKH 1 MpoBeleHHs (HOpMaTbHOIO
JIOBEACHHS BIJIIMOBITHOCTI CUCTEMU LILOMY KPUTEPIIO MPH JA0JEP/KaHHI BCTAHOBJICHHUX
npaBuJl 1 oOMexxeHb. Ha mpakTuiii e 03Hayvae, Mo TUIbKKA YITOBHOBAYXKEHI KOPUCTYBayl
MOXYTh OTPUMATH JOCTyN 10 iHGopmali 1 3aiicHIOBaTH 3 1H(OpMAIi€0 TIIbKH
CAHKI[IOHOBAaH1 [ii.

HesBakatoum Ha Te 110 CTBOPEHHS (HOPMAIbHUX MOJIEJIEH BUMAarae CyTTEBUX
BUTpaT, BOHU CKJAJHI JJi1 PO3YMIHHA 1 BHMAararmOTh TEBHOI IHTEpHpeTaiii s
3aCTOCYBaHHS B peanbHuX cuctemax. CiiJ KOHCTAaTyBaTH, 1m0 (opMalibHI MOJENi
MOTPiOHI, TOMY IO TUIBKH 3a iX JIOIIOMOTOI0 MOJKHA JOBECTH O€3IeKy CHCTEMH,
CIIUPAOYHCH HAa 00'€KTUBHI ¥ HE3arepeyHi MOCTYJIaTH MaTEeMaTUYHOT Teopli.

3araJlbHUM IAXO00M IIOA0 BCIX MOJIENICH € MOAi MHOXXHWHH CyTHOCTEH, IO
CTaHOBJISITh CUCTEMY, HA MHOXKMHHU CY0'€KTIB 1 00'€KTIB, XO04Ya caMi BU3HAUECHHS MOHAThH
«00'eKT» 1 «Cy0'eKT» y PI3HUX MOJEISIX MOXKYTh 1ICTOTHO Bijpi3HsTHCS. B3aemonii B
CUCTEM1 MOJIETIIOIOTHCS. BCTAHOBJIEHHSM BIJJHOILIEHb IIEBHOT'O TUITY MK Cy0'€KTaMu Ta
o0'ekTamMy. MHOKMHA THIIIB BIJHOIIEHb BU3HAYAETHCA Yy BUIJISAAI HAOOpy omepariid,
Kl CyO'€eKTM MOXYTh 3/IMCHIOBaTH Haja oO0'ektaMu. YcCi omepaiii B CHCTeMI
KOHTPOJIIOIOTBCS TEBHUM CHELIAJIbHO MPU3HAYEHUM JUIsl LBOro CyO'€eKTOM 1
3a00pOHAIOTECA 200 03BOJISIOTHCS BignoBigHo 1o mnpaswi IIb. I1b 3amaerbcs y

BUTJISIZII TIpaBUJI, BIJATMOBIHO JO SKUX MarOTh BUKOHYBATHUCS BCl B3a€EMOJIII MiX



cyO'ekramu Ta o0'ekramu. B3aemonii, 10 MPU3BOAATH 10 MOPYLIEHb LUX MPABHUI,
MPUIHHSIOTHCS 3aC00aMH KOHTPOJIO JOCTYIY i HE MOXKYTh OyTH 3/11HCHEHI.

Cepen mopeneit [1b HaiiBigominn guckperiiina, MaHaaTHa Ta poiaboBa. [leprri
JBI JTIOCUTh JABHO BIIOMI W JeTaJbHO JociimkeHi [3-6], a pomboBa TOJITHKA €

HEJIaBHIM JTOCSTHEHHSIM TEOopii Ta MPaKTUKH 3axXucTy 1H(popmartii [3].
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